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A holistic approach to assess the systemic resilience of
critical infrastructure; insights from the Caribbean Island of
Saint-Martin in the aftermath of Hurricane Irma
Abstract
Following Hurricane Irma, the Caribbean French Island of Saint-Martin suffered a multilateral
and systemic disruption of all its Critical Infrastructure (CI) networks. Generalized cascading
failures, triggered by interdependencies, are one type of systemic risks. In response to these
risks, this paper addresses the need to assess the systemic resilience of CI “network-ofnetworks”. The term resilience has been contested in its definition for over a decade now, and
systemic resilience is still an emerging concept. This study defines CI systemic resilience as
the stability and reliability of the entire public services provided by the network-of-networks of
CI. Consequently, this study proposes a robust method to implement the concept of “systemic
resilience” based on actual on-site observations. The methodology consists of assessing the
dynamic behavior of CI by looking at the systemic interaction of risks across various CI. A
holistic network-of-networks-based approach is followed to rank CI according to their centrality
degree and correspondingly assess the systemic resilience. This study sheds the light on the
importance of completing the traditional silo-based CI-by-CI approach of assessing resilience
with a systemic approach as a main step towards resilient communities. Key findings offer
valuable inputs for efficient “Build-Back-Better” projects, along with insights to improve the
systemic resilience. This study also incites multilateral cooperation for a systemic thinking and
opens up perspectives to regime shifts/transformational approaches to a systemic risk
governance with system-based decision-making.
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Introduction
Recently, topics related to natural hazards and Critical infrastructure (CI) networks have
deeply interested a large number of researchers (e.g. Beckers et al., 2013; Francis & Bekera,
2014; Ouyang, 2014; Queste, 2004; Zhong et al., 2014). However, CI is considered as an
important emerging topic that is still under-researched (Fekete, 2020). Generally speaking, CI
designate the physical and computer service networks/facilities/assets necessary for the
proper functioning of a society and its economy (Gordon & Dion, 2008). Contemporary
societies, called societies of risk (Clarke & Beck, 1994; Luhmann, 1996), considerably suffer
from the dysfunctions of CI networks (Pederson et al., 2006). Dysfunctions can be
exacerbated or even generated by CI interdependencies (Rey, 2015). The latter, meeting
economic profitability requirements (Vuillet, 2016), increase the impact of hazards with their
propagating and risk-amplifying aspects (Laugé et al., 2013). Interdependencies among CI,
creating a “system-of-systems”/“network-of-networks” (Tolone et al., 2009; Eusgeld et al.,
2011), are therefore assiduous drivers of systemic risks (regarded as internal/inherent threats)
(figure 1). The failure of a system can have several downstream effects (cascading/domino
effect) on one or more additional systems (Kotzanikolaou et al., 2013; Der Sarkissian et al.,
2020). As Rinaldi, Peerenboom, and Kelly (2001) have widely developed, interdependencies
can be physical, geographic, functional, spatial, cybernetic and logical, and consequently,
failures can be cascading, escalating and common cause failures.
Figure 1. Systemic risks triggered by interdependencies between CIs.

In order to reduce systemic risks, a systemic approach for achieving resilience of CI “networkof-networks” is needed. To situate the logic behind CI systemic resilience, a conceptual
discussion of the term “resilience” is required. “Resilience” has been a vague buzzword in a
variety of policy circles for over a decade now (Heinzlef et al., 2020; Keating & Hanger-Kopp,
2020; B. H. Walker, 2020). The absence of a conventional definition of "resilience" was
recognized internationally at the "World Humanitarian Summit (WHS) 2016". The conceptual
ambiguity of this term lies in the fact that it has come a long way (Manyena, 2006; Alexander,
2013) before being used by risk sciences with Torry in 1979 and officially adopted by “The
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United Nations International Strategy for Disaster Risk Reduction (UNISDR)” in The Hyogo
Framework for Action 2005–2015. In addition, resilience is a multifaceted property and has
multiple conceptual foundations that can’t be reduced to a single etymological lineage. The
same term “resilience” is used to indicate diametrically opposed systemic capacities in
different fields. However, this paper’s approach to CI systemic resilience integrates wider
angles and enables a holistic conceptualization of resilience from an interdisciplinary
perspective:
•

•

•

•

CI systemic resilience draws primarily on specific elements of engineering resilience.
A rigid conceptualization of resilience is described herein (Sharifi & Yamagata, 2016)
and optimization is a main goal. This equilibrium-centered resilience refers to a
hardening of critical infrastructure (increasing robustness) that is meant to prevent
disruptions from occurring, or when functionality is impacted, requires rapid recovery
to a pre-disturbance state (Coaffee, 2008; Coaffee et al., 2009, 2018).
CI systemic resilience also combines elements from ecological or ecosystem resilience
(Guenderson & Holling, 2002). Ecological resilience, thoroughly influenced by Herbert
Simon’s works (Grove, 2018), refers to the ability to undergo shocks, cope with and
return not necessarily to the pre-disturbance equilibrium conditions (Gordon, 1978).
Resilience here refers to a systemic capacity to absorb shocks, adapt, change and
transform to unpredictable disruptions– i.e., it allows disturbance to occur and uses
adaptation to disturbance (Pelling, 2010) to improve system functioning (Grimm et al.,
2000; Grimm et al., 2008). Adaptation is a matter of topological transformation (Cariolet
et al., 2019b), a non-fundamental change in the form and function of a system that still
preserves its identity and integrity (Holling, 1973; Holling, 2001; Walker & Salt, 2006;
Walker & Salt, 2012; Grove, 2018). Ecological resilience does not allow optimization,
because a system cannot be understood with predictive certainty due to its
complexities (Simon, 1955; Walker & Salt, 2012). In addition, a system has multipleequilibrium states that, instead of optimization, could only provide satisficing yet suboptimal outcomes (Holling, 1996).
CI systemic resilience is influenced by economic resilience. The latter is a “collective”
capability (Dollinger, 1990). CI systemic resilience follows the same principle of all CI
operators collaborating, supported by governments, to reach resilience.
Finally, CI systemic resilience also encompasses aspects from psychological
resilience: thought in terms of internal capacities to develop along a normative
trajectory despite external disturbances (Fleming & Ledogar, 2008).

Consequently, in comparison to urban resilience (Campanella, 2006; Comfort et al., 2010;
Lhomme, 2012; Diab, 2017) and its systemic property (Cariolet et al., 2019a), CI systemic
resilience is defined as the capacity of multiple CIs to provide altogether trustworthy operations
in hostile environments/degraded mode (systemic robustness) and to quickly regain (systemic
recovery speed) an optimal level of functioning.
While systemic vulnerability of CI has been widely tackled (e.g. Hellström, 2007; Pitilakis et
al., 2016; Grangeat, 2016; Tamima & Chouinard, 2017), the “systemic resilience” of CI has
been rarely discussed in literature (e.g. Rey, 2015). In recent studies CI resilience has been
generally assessed in silo and not in conjunction with how all CI interact together in the overall
network-of-networks. This individual network level approach can make a CI more susceptible
to cascading failures (Rogers et al., 2012; Mostafavi, 2017; Helfgott, 2018). Furthermore,
neglecting the systemic level masks hidden vulnerabilities, underestimates systemic failures
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(Grangeat, 2016; Rehak et al., 2019) and most importantly underrates their geographical and
socio-economic extent. Latest literature reviews on CI resilience assessment pinpoint key
areas where further research progress is needed. These needs, among others, are for further
studies tackling: 1) urban resilience using a systemic approach (November, 2004; Quenault,
2014; Serre & Heinzlef, 2018), 2) “interrelations of interoperability and damage propagation”
to improve overall system resilience (Cagno et al., 2011), 3) integrated frameworks that
increase the resilience of systems as a whole (Hochrainer-Stigler et al., 2020), 4) more than
one or two CIs at a time to capture interdependent behaviors and cover a systemic scale (Pant
et al., 2018), 5) real-world observations and applications in contrast with probabilistic methods
(Lundberg & Johansson, 2015), and 6) CI resilience in relation to the community of operators
and users (Ouyang, 2014; Hosseini et al., 2016).
In response to the research gaps identified, this article addresses the urgency to extend the
paradigm of network-based performance to the network-of-networks level. Accordingly, the
systemic resilience of CI is assessed following a temporal dynamic analysis of post-Irma
situation with a focus on Saint Martin’s CIs. The latter are considered as a network-of-networks
which calls for a systemic resilience assessment. The graph theory modelling, taking all CI
into account along with their interconnectedness, is used for this purpose. The graph theory
has proved to be an accurate method for spatially assessing the resilience of interdependent
urban networks (Lhomme et al., 2013;Aydin et al., 2018). More specifically, this article tackles
the disruption of CI services and monitors their return to operation, considered as the most
relevant approach from a societal perspective. The analysis of malfunctions caused by the
hurricane and the causes behind it (whether of a technical, organizational and/or of human
nature) will make it possible to reconstruct the failures of CIs. This approach is believed to
deepen knowledge of vulnerabilities linked to interdependencies between infrastructures and
thus facilitate the assessment of systemic resilience. Lessons learnt from Hurricane Irma can
offer recommendations underlining the operational interest of studying the systemic resilience
of CIs.
The remaining sections of this paper are organized as follows: Section 2 introduces the study
area of Saint-Martin, section 3 presents the adopted methodology, section 4 illustrates and
discusses the obtained results and section 5 concludes this paper by revealing the main
contributions of this work and proposing some research perspectives.
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Study Area
Saint-Martin (French overseas territory), located in the northeast of the Caribbean Sea (Figure
2), is a small island of 87 km2 divided into two political entities. Sint-Maarten (34 km2), on the
South side, belongs to Netherlands and has Phillipsburg as its capital. Saint-Martin (53 km2),
on the northern side, is a territory belonging to France and having Marigot as its capital. In
terms of socio-demographic characteristics, since the early 1980s, the French island
witnessed a considerable population growth (Pasquon et al., 2019); from only 8,072
inhabitants in 1982 to more than 35,700 in 2017 as estimated by INSEE (French National
Institute of Statistics and Economic Studies). The topography of the island characterized by
steep hills in central inlands, not very conducive to development, has created demographic
pressure especially in the coastal areas. The greatest concentration of CI is observed in the
lower coastal areas (Figure 2). Grand-Case Esperance airport in the French side, Princess
Juliana International airport in the Dutch side, roads, drinking water production plant, waste
water treatment plants, power plant, Galisbay and Marigot seaports in the French side and
Phillipsburg seaports are all located on the coastline.
The urbanization in low coastal lands, without appropriate preventive measures, is
problematic. Located within the Caribbean hurricane belt, Saint-Martin is highly exposed to
hurricanes particularly from September until mid-October. Since 1995, Saint-Martin witnessed
numerous hurricanes, including Donna in 1960 (Category 4), Luis and Marylin in 1995
(Category 4), Jose and Lenny in 1999 (Category 3), and Irma in 2017 (Category 5). Irma has
been recorded as one of the most severe Atlantic hurricanes (Cangialosi et al., 2018, National
Academies of Sciences, Engineering, and Medicine, 2020). In the eye of the urricane (Chauvin
et al., 2017), Saint-Martin was severely hit by Irma at the dawn of September 6, 2017 (Duvat
et al., 2019). According to Rey et al. (2019), maximum wind speeds reached 320 km/h and
waves of heights of 10 m were observed. Pillet et al. (2019)’s observations suggest that wave
heights could have possibly exceeded 10m. The toll of this hurricane turned out to be
particularly heavy; 11 deaths and around 1.2 billion euros of economic damage were recorded
in Saint-Martin alone (Cangialosi et al., 2018; Moatty et al., 2019; Arnell et al., 2019). SaintMartin was literally isolated. Electricity, water, telecommunications and transport networks
were considerably damaged due to the combined action of high winds, heavy precipitations
and flooding (Nicolas et al., 2018). The insular character and the small surface of islands like
Saint-Martin, along with the underlying CI interdependencies, multiply and amplify hurricanes’
impacts to a systemic risk with a national scale. Besides the nationwide propagation of
hurricanes’ damages, CIs on islands often gain more criticality (absence of raw resources on
islands for supplying the networks, absence of freshwater, etc.). The damage to CIs can cause
destructive disruptions to the islands’ living conditions and economic activities often mainly
oriented towards tourism. Public services and their CIs are of major importance in SaintMartin, whose economy is tertiary. Therefore, adopting a holistic approach to achieve CI
systemic resilience in islands in general, and especially in Saint-Martin, is a necessity.
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Figure 2. Saint-Martin location and main CIs.

Materials & Methods
The adopted methodology, summarized in figure 3, aims to assess in a holistic and innovative
approach the systemic resilience of CIs. A real-life scenario was chosen: Saint-Martin’s CIs in
the face of Hurricane Irma and consequent recovery. The occurrence of Irma, the strongest
hurricane ever observed in the Atlantic Ocean, offered an actual worst-case scenario. The
analysis of service disruption and restoration patterns has the objective to uncover hidden
interdependencies and reveal their significance for the systemic resilience of the CI networkof-networks. More precisely, this study proposes to extend existing dynamic individual CI
resilience assessments by adopting an approach integrating the interconnections between the
CI systems.
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Figure 3. Flowchart of adopted methodology to assess systemic resilience of CIs.

To feed the methodology, qualitative and quantitative data were collected through: interviews
(with public works administrators, government officials and crisis managers, network or CI
operators), press releases, reports study, news feeds or newsletters from the websites of local
authorities in Saint-Martin, crowdsourcing/social media and network operators. In line with the
systemic resilience assessment to be conducted in this paper, all Saint-Martin’s CIs were
studied: electricity, drinking and sewage water, telecommunications, and transportation
(roads, airports and seaports). The adopted methodology includes four main steps: 1)
evaluating the functionality/performance of CIs before, during (failures, robustness) and after
Irma (recovery of the services, speed of restoration), 2) studying the cascading failures and
interdependencies between networks, 3) building the CI network-of-networks and conducting
network analysis, and 4) conceptualizing and assessing the systemic resilience of CI networkof-networks.
Step 1) evaluating the functionality/performance of CIs before, during and after Irma consists
of establishing disruption/restoration curves. These curves present the degradation of the
service and its return to normal operation as a function of time (Figure 4). The reduction in
performance from 100% (or any initial percentage) at point Atime T0 to point B results from the
damaging cyclonic impact (winds, flooding, etc.) whether tangible or intangible (caused by
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interdependencies). The service curve going from the initial damage at point B to the full
recovery at point D (back to 100%, or any initial percentage, at time T1) shows the process of
restoring the network’s service to normal performance levels.
Figure 4. Service disruption/restoration curve of the studied CI F(t).

The above metric can uncover the network’s robustness. Robustness represents the ability of
the network to cope with a certain level of damage caused by a disastrous event without losing
its functionality and to continue operating (Blockley et al., 2012; Liao et al., 2018; McDaniels
et al., 2008; Panteli & Mancarella, 2017; Reed et al., 2009; Reggiani, 2013). In this study, a
robust network is considered to have high absorption capacities, explained by a low level of
vulnerability, high level of redundancy, and most importantly by acknowledging and accounting
for existing interdependencies. Equation 1 is that of robustness explained in this study as the
percentage of performance or functionality/operability on the day of the hurricane (September
6, 2017).
Equation 1. Network’s robustness (with C associated with 0% performance)

𝑅𝑜𝑏𝑢𝑠𝑡𝑛𝑒𝑠𝑠 = 𝐵 − 𝐶 (𝑖𝑛 𝑝𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒)

The “speed” dimension can also be revealed from the metric of figure 4. Speed is the technical
and organizational ability to restore a network’s service in the shortest time and return to full
operation after the occurrence of disruptive events (explained in this study by resourcefulness,
and most importantly by accounting for interdependency among CIs), taking the necessary
measures to avoid future similar disruptions (Henry & Emmanuel Ramirez-Marquez, 2012;
Liao et al., 2018; McDaniels et al., 2008; Reed et al., 2009). In this study, the time of full
recovery (T1-T0) can be used to quantify speed (Equation 2).
Equation 2. Recovery speed of a network’s service.

𝑆𝑝𝑒𝑒𝑑 =

𝐴−𝐵
(average recovery rate in percent/time)
𝑇1 − 𝑇0

Interdependencies among CIs create the CI network-of-networks. Moreover, systemic
resilience highly dependent on individual CI resiliencies via a complex and
interdependent relationship that should be well understood. Step 2) consists of
studying the cascading failures and interdependencies between CIs. Interdependencies
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are usually studied before an event in order to reveal potential cascading failures, using
complex predictive modeling and projection of several “What If” scenarios. In these studies,
hidden interdependencies in times of services restoration are often understated. Moreover,
given the inherent uncertainty of intensive risks (related to low probability, high intensity
hazards), it can be extremely difficult to accurately predict the failure modes that occur during
cascading failures (Little, 2009). Hurricane Irma, considered an intensive risk offered an actual
worst-case scenario, offered on-site observations and validated facts allowing the
investigation of cascading failures that took place. Consequently, it was possible to uncover
existing interdependencies and their roles both at the time of response and at the time of
recovery. Observed cascading failures have thus been caused by either 1) interdependent
service disruption and/or 2) interdependent recovery/service restoration. Therefore, only the
following types of interdependencies were accounted for: physical (operation on one depends
on output of other) (Rinaldi et al., 2001; Dudenhoeffer et al., 2007), functional (operation of
one infrastructure system is necessary for the operation of another infrastructure system)
(Zhang & Peeta, 2011), cyber/informational (states depends on information transmission)
(Rinaldi et al., 2001), logical (states depends via control mechanism), input (system requires
input from another system) and/or mutual (at least one infrastructure operation relies on
others) (Wallace et al., 2003). An interdependency matrix was filled out from the collected and
analyzed information.
Step 3) follows a network-based approach and consists of building the CI network-of-networks
and conducting network analysis. The established interdependency matrix in step 2 allowed
the creation of the CI network-of-networks to a core model based on geometric networks
(Becker et al., 2011). Saint-Martin’s CI network-of-networks is assimilated to a graph G (E, V)
representing a set of |V| vertices/nodes which are herein the CIs interconnected by |E|
directional junctions/edges represented by the previously uncovered interdependencies.
Attribute values that represent interdependency level, according to values of the
interdependency matrix obtained in step 2), were assigned to each edge. Network analysis,
according to modern graph theory concepts, is then conducted to analyze each CI/node
centrality in the network-of-networks. In graph theoretic terms, the centrality of a node is
defined as the number of its ties/connections. Nodes with high centrality are considered to be
the most critical and the most important in the network (Lhomme et al., 2013; Lhomme, 2015).
Consequently, high centrality nodes are believed to be the most influential on the systemic
resilience of the network-of-networks. On the other hand, systemic resilience is considered to
be inversely proportional to the centralization of the network-of-networks. Based on obtained
centrality degrees of nodes, the centralization Cx of the network-of-networks is evaluated
following Freeman et al., (1979): a measure of the centrality degree of the most central node
Cx(p*) in relation to the centrality degree of all the other nodes Cx(pi) (Equation 3).
Equation 3. Centralization measure of the network-of-networks (Freeman et al., 1979).

∑𝑁
𝑖=1 𝐶𝑥 (𝑝∗ ) − 𝐶𝑥 (𝑝𝑖 )
𝐶𝑥 =
max ∑𝑁
𝑖=1 𝐶𝑥 (𝑝∗ ) − 𝐶𝑥 (𝑝𝑖 )
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Step 4 analyzes the systemic resilience of CI network-of-networks. According to Masanubu
Shinozuka et al. (2003), resilience can be expressed in terms of two key dimensions, technical
and organizational, which are robustness and speed. The characterization of the performance
and supply of the F(t) network leads to a broader conceptualization of resilience. Resilience
to shocks, also known as short-term resilience, can be understood as the network's ability to
reduce the risk of shock, to absorb a shock if it occurs (avoid sudden reduction in performance)
and to recover quickly after shock (restore normal performance) (Bruneau et al., 2003).
However, resilience measure is dynamic, with a temporal component (Francis & Bekera, 2014;
Linkov & Palma-Oliveira, 2017). Resilience, as a process rather than a static trait, can be
calculated at any time Tn (Simonovic & Peck, 2013). Curve in figure 4 above reflects the shortterm resilience loss RL of CIs, measured by the failure of the network as a function of time
(Equation 4).
Equation 4. Conceptualized measure of resilience (adopted and adapted from Bruneau et al., 2003).
𝑇𝑛

𝑅𝐿 = ∫ [100 − 𝐹(𝑡)]𝑑𝑡
𝑇0

To achieve resilience, the assessment of CIs in isolation should be complemented by the
assessment of the entire system’s resilience. Assessing systemic resilience is capable of
capturing the changing dynamics of the overall network-of-networks’ behavior, with the
underlying characteristics and the interrelated interactions (interdependence and connectivity)
throughout a disturbance (Simonovic & Arunkumar, 2016). The systemic resilience is defined
in this study as of the CIs’ combined ability to cope with and quickly recover from a disruptive
event. The systemic resilience loss SRL can be assessed as a function of a set of resilience
loss values of each CI (in equation 5), where: F(𝑡) represents the service disruption/restoration
curve for a unique infrastructure network at various times, m denotes the total number of
unique CI present within the modelled network-of-networks and Cy(pi) connotes the weight of
the CIin the network-of-networks in relation to the revealed criticality degree.
Equation 5. Conceptualized measure of systemic resilience.

𝑇𝑛

𝑇𝑛

𝑇𝑛

𝑆𝑅𝐿 = 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 (𝐶𝑦 (𝑝1 ) ∫ [100 − 𝐹1(𝑡)]𝑑𝑡 , 𝐶𝑦 (𝑝2 ) ∫ [100 − 𝐹2(𝑡)]𝑑𝑡 , … , 𝐶𝑦 (𝑝𝑚 ) ∫ [100
𝑇0
𝑑𝑡

− 𝐹𝑚(𝑡)] )
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𝑇0

𝑇0

Results and Discussion
This section details and discusses the obtained results in three parts. Part 1 uncovers the
results of conducted assessments at the single network level revealing the functionality of
each CI during and after Irma. In part 2, the cascading failures are tackled and the underlying
interdependencies are uncovered leading to the construction of the CI network-of-networks.
Finally part 3, focusing on a network-of-networks scale, discusses key finding of this study that
is the systemic resilience of CI and highlights its importance and implications.

Individual CIs’ services disruption and recovery
Analysis of collected data uncovered the dynamics of CI services disruption and restoration
after Irma. CI disruption/restoration curves were established (Figure 5) to provide an
understanding of the degradation of services and the progressive return to normal functioning
state as a function of time.
These curves (between points A and B) shed the light on the fact that no CI in Saint-Martin
has resisted to Irma. There was a disruption of all services on September 6, 2017. All CIs have
lost their entire operating capacities and therefore have zero robustness (0%) (Figure 6),
except the road network which could only keep 24% of its functionality.
Curves in figure 5 showed a gradual process of restoring services (from point B to D) for the
majority of CI. Moreover, while Hurricane Irma took a proportionate toll on all CIs of SaintMartin, the analysis revealed that services restoration seemed completely disproportionate. In
fact, recovery times obtained (figure 6) varied from 0.3 weeks (for Galisbay port) to more than
108 weeks (and still not reached for some networks at the time of the study).
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Figure 5. Service disruption/restoration curves for Saint-Martin’s CIs after Irma’s occurrence.
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Figure 6. Robustness and recovery time of the CIs of Saint-Martin in the face of Irma (NA = Not available at
the time this study was conducted).

Curves in figure 5 reflected the short-term resilience loss
of CIs as a
measure of network failure in function of time. The assessment of individual network’s
resilience revealed that the majority (10 out of 15) of Saint-Martin’s CIs are considered to be
moderately resilient. Four networks were found to have a low level of resiliency and only one
network displayed a very low level of resilience (Figure 7). The road network has shown to be
the most resilient, followed by the commercial port of Galisbay and the electricity network. The
sewerage network and the port of Marigot have been the least resilient in the face of Irma.
Figure 7. Individual resilience of Saint-Martin’s CIs in the face of Irma
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Cascading failures and underlying interdependencies
The dynamics of the networks and the non-linear nature of their curves F(t) evidenced
cascading failures triggered by interdependencies. The inoperability of a CI can be related to
that of another one. Analyzing the timeline and sequent disruption/restoration events was
necessary to understand physical, functional, cyber/informational, logical, input, and/or mutual
interdependencies (table 1). A temporal comparison of each component’s F(t) curve with the
other unveiled cascading failures of Saint-Martin’s CIs. The analysis of cascading failures
provided, in contrast with traditional pre-event analyses, the possibility to include ﬁrst and
second degree interdependencies as deﬁned by Chang et al. (2004). First degree
interdependencies are described in this study as existing interconnectedness that may lead to
service disruption and failure propagation when a disaster occurs. Second degree
interdependencies are CI relations that affect service resumption and recovery.
Table 1. Observed CI’s cascading failures and uncovered interdependencies between CI.
Interdependencies causing
disruption
No outages due to damage to
another network
Electric
network

Drinking
water
network

Sewerage
network

Mobile
network

Landline
network

Internet
network
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Outage due to electricity blackout
implying a direct and total
dependence of the drinking water
network on the electricity network

The sewerage network in Saint
Martin have had direct failures
due to the disruption of the
electricity network (WWTP totally
stopped).

No outages due to damage to
another network
Landline communications have
been completely cut off on the
island due to major damage to the
power plant, revealed that the
landline network is directly
dependent on the electricity
network.
Internet connection has been
completely cut off on the island
due to major damage to the power
plant and the landline network,
revealed
that
the
telecommunications network is
directly
dependent
on the
electricity network and on the
landline network.

Interdependencies causing service restoration delays
• The restart of production units have been delayed due to
interdependence with the water network (demineralized
water supply) needed to cool the generators
• The restart could also have been slowed down if the oil
stock had been damaged; the electrical network of SaintMartin shows a strong dependence on fuel oil and,
ultimately, on its means of transport (roads and seaports).
• The resumption of electricity also revealed an
interdependence with the transportation networks (repair
crews, experts and equipment brought from abroad, etc.)
• The resumption of drinking water wasn’t possible without
electricity supply.
• The resumption of drinking water also revealed an
interdependence with the road network; teams’ access to
water network repair works was delayed due to the
rehabilitation of the traffic lanes.
• A strong dependence on the road network, especially on
the main road (insular character), was also revealed in
times of recovery; teams found it difficult to be able to go
to their place of work (blocking and saturation of the roads)
and thus the tasks of restarting the functioning of the
wastewater
system
(work
operations,
clearing,
restarting…) was complicated and delayed.
• Mobile networks are also dependent on transport
networks for the supply of equipment and emergency
response teams.
• Even when connectivity was restored, access to the
landline network was impossible due to the still largely
faulty electrical supply. Telecommunication boxes are
directly supplied with energy by the subscriber's electrical
network via metal segments.
• Landline network is also dependent on transport networks
for the supply of equipment and emergency response
teams.
• Even when connectivity was restored, access to the
internet network was impossible due to the still largely
faulty electrical supply. Telecommunication boxes are
directly supplied with energy by the subscriber's electrical
network via metal segments.
• The internet connection depends directly on the landline
network.

Interdependencies causing
disruption

Interdependencies causing service restoration delays
• Internet network is also dependent on transport networks
for the supply of equipment and emergency response
teams.

Road
network

Airports

Seaports

The road network shows a partial
dependence on the electricity
network for lighting and road
traffic signs.
Dependence on the electricity
network,
drinking
network,
sewerage network, internet and
landline networks and on the road
network.
Dependence on the electrical
network and the road network for
operation.

• Although roads were unblocked days after Irma, they were
still partially nonfunctional because of the electricity
outage necessary for lighting and road traffic signs.
• The airports’ services resumption was delayed by the
outages of the electricity network, drinking network,
sewerage network, internet and landline networks and the
road network.
• The ports’ services restoration was delayed by the outage
of the electrical network and the road network’s
inoperability.

The revealed interdependencies, in table 1 above, allowed the development of the
interdependence matrix of Saint-Martin’s CIs (Figure 8). This matrix showed the degree of
interdependence (null, low, moderate or high) between networks. A null degree of
interdependence (attributed value=0) indicates that two networks are completely independent.
A low degree (attributed value=1) indicates that there is an indirect interdependence revealed
especially in recovery time (autonomous operation and without degraded mode but necessary
during recovery). A moderate degree (attributed value=2) shows the presence of a direct
interdependence causing damage (low/partial autonomy and operation in degraded mode and
possible disruption after a few days). A high degree (attributed value=3) shows a direct
interdependence (without autonomy and total disruption) which is revealed in times of crisis
and also in times of recovery.
Figure 8. Interdependency matrix of Saint-Martin’s CIs.
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CIs’ Systemic resilience
After assessing the impact of Hurricane Irma on each CI’s service as well as their restoration
and interdependencies, an analysis of systemic resilience could be carried out. This analysis
takes into account the interaction of multi-scale hierarchical infrastructures determining
systemic failure propagation and systemic recovery.
The obtained information from analyses above about interdependencies were used as input
to build Saint-Martin’s CI network-of-networks via a network-based model. The obtained CI
network-of-networks is presented in figure 9 below. This network has a total of 9 nodes/CIs,
and 33 edges implying 33 interdependency relations between the CI.
Figure 9. Saint-Martin’s CI network-of-networks.

Mobile

Seaports
Roads
Landline

Drinking Water

Electricity
Airports

Internet

Sewerage
The analyses of the network-of-networks’ topology and its nodes’ centralities Cx(pi) revealed
each CI’s degree of criticality. In descending order of their criticality degree, CIs were ranked
as follow: electricity, roads, seaports/airports, landline/internet, drinking water, sewerage,
mobile. Correspondingly, a normalized weight Cy(pi) was given to each CI(table 2).
Table 2. Observed CI’s cascading failures and uncovered interdependencies between CI.

Centrality
degree
Cx(pi)
Normalized
weights
Cy(pi)

Electricity

Roads

Seaports

Airports

Landline

Internet

Drinking
water

Sewerage

Mobile

20

9

7

7

4

4

3

2

1

0.351

0.158

0.123

0.123

0.07

0.07

0.053

0.035

0.018

According to Albert et al. (2000), the importance of most central nodes resides in the crucial
role they play in maintaining the network’s connectivity. If the removal of a CI leads to the
disconnection of many other CI, then the CI is central. The electricity network is the one on
which the rest of the networks depends the most. Ultimately, electric failures are expected to
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trigger large ripple effects or to lead to a systemic breakdown. Accordingly, the electricity
network was considered in this study to possess a significant influence on systemic resilience
(higher weight, table 2). In fact, the continuity of operation (flow robustness (Schintler et al.,
2007)) in the network-of-networks is provided by interdependencies and can be affected by
the individual service disruptions. Systemic resilience is thus influenced by the CI network-ofnetworks’ ability to maintain a maximum level of connectivity. Systemic resilience denotes in
this study the maximum serviceable level (electricity, drinking water, sewerage,
telecommunications and transportation) that can be maintained when one or more CIs are
non-operational. Therefore, improving the resilience of the electricity network will affect that of
other dependent CI and will lead the way to an improved overall infrastructure network-ofnetworks in Saint-Martin. Transportation networks were also found to be influential on the
systemic resilience. The insular character of Saint-Martin means that all the transportation
infrastructures, and specifically the seaports and airports, have constituted strategic supports
at the heart of the relief and reconstruction interventions (evacuation, external reinforcements
as well as logistical support).
With reference to the above discussion, the CI network-of-networks was found to be
particularly centralized around the electricity network. Following Freeman et al.'s (1979)
generalized definition of network centralization, as the average deviance of each node from
the most central node, the centralization score Cx of the network-of-networks from degree
centrality was equal to 1.708. This value showed that Saint-Martin’s CI network-of-networks
possesses a high level of centralization, which contributes in reducing the systemic resilience.
The obtained curves F(t) lead to a broader conceptualization of the systemic resilience of CIs.
The
systemic
resilience
loss
SRL
was
weighted mean of obtained resilience loss RL
in Figure 10 (28 months after Irma).
Figure 10. Saint-Martin’s CI systemic resilience.
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calculated

as

a

and represented graphically

Assessing systemic resilience is essential for efficient decision support to improve overall
resilience and avoid systemic risks leading to complete loss of services. Furthermore, it is
believed that an in-silo analysis of one CI is insufficient. Because of some hidden
interdependencies, it is impossible to improve the resilience of a specific CI without enhancing
that of one or more other infrastructures.The obtained systemic resilience uncovered
nonlinearities, complexity, and dynamics of Saint-Martin’s CI network-of-networks. The
resistant, absorptive, adaptive, and restorative capacities of the network-of-networks were
also captured.
Firstly, the network-of-networks disruption/restoration curve was found to be dragged by the
failure of the networks with the highest disruption level and by the recovery process of the
networks with the slowest service resumption. These insights provide guidelines for
prioritization, indicating that the least resilient CIs should be improved first in order to increase
systemic resilience.
Although all of its CIs have lost their entire operating capacities, Saint-Martin’s CI network-ofnetworks showed to have conserved 4% of its operating capacities. This capacity was affected
by the road network, the second most critical network, which kept 24% of its functionality.
According to Bruneau et al. (2003) and Masanobu Shinozuka & Chang (2004), a network is
considered robust if a majority (at least 80%) of households are provided with continuous
services after a disruptive event. This can be applied to a CI network-of-networks. Therefore
Saint-Martin’s CI network-of-networks possesses a low level of systemic robustness with
insufﬁcient absorptive capacity. This low level of robustness shed the light to the necessity for
reducing individual CIs’ vulnerabilities (material, structural, functional) and most importantly to
increase redundancies. Redundancies are believed to decrease the centralization level of the
network-of-networks, ensuring a better connectivity in times of crisis (services flow continuity)
and thus allowing a continuous operability even in a degraded mode. These criteria can be
further developed to offer decision support methods allowing the development of systemic
reconstruction strategies, under Build-Back-Better concept.
The systemic recovery speed was found to be 88% in 28 months, even though the third of the
networks did not fully restore. The obtained result along with the dynamics of the network-ofnetworks’ curve can be explained by the high influence of the electricity and road networks on
the systemic resilience. In fact, the recovery speed of electricity was revealed to be 100% in
5 weeks, one of the highest compared to other networks in Saint-Martin. The speed of
restoration of an electrical system is considered rapid if a majority (at least 95%) of households
has an electrical supply as quickly as possible in a short period of time (3 days after a
hurricane) (Bruneau et al., 2003; Masanobu Shinozuka & Chang, 2004). Despite the fact that
these five weeks largely exceed this short period of time, they are considered as record time
compared with Puerto Rico where more than half of the population remained without electricity
three months after the occurrence of hurricane Maria (Gustin, 2018). That was also the case
in the New York metropolitan area where months after the Sandy Hurricane, power had not
been restored to all communities (Manuel, 2013). Concerning Saint-Martin’s road network, it
became fully functional 6 days after Irma’s occurrence. The recovery times for the electricity
and road networks were relatively short, which made it easier to get the rest of the networks
back into operation. If it wasn’t the case, the patterns of the network-of-networks restoration
curve would have had a completely different form. In order to enhance the systemic recovery
speed, technical and/or organizational aspects need to be tackled for improving the
resourcefulness of the network-of-networks. The latter is defined as “the availability of various
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types of human, financial, and infrastructural resources during planning, absorption, and
recovery stages” (Alizadeh & Sharifi, 2020). A systemic strategy/framework for optimization of
systemic recovery is also necessary, implying joint recovery schedule planning (in relation to
obtained criticality levels of CIs) and a more organized resources allocation.
With respect to the results above, Saint-Martin’s CI network-of-networks was considered to
have a low level of systemic resilience in the face of intensive hurricanes.
Based on lessons learnt for Hurricane Irma and from the results above, some operational
recommendations are presented to enhance CI systemic resilience in the face of future
hurricanes:
•
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Organization and coordination: The pillar to achieving systemic resilience is
cooperation, organization and coordination among CI operators/service providers. CIs
in a single territory are numerous and often managed by multiple operators and service
providers with different priorities. Multi-stakeholder partnerships are of a considerable
importance especially on islands where it can lessen the effect of insularity. All CI
stakeholders should co-work on planning and implementing common strategies that
extend beyond their own isolated objectives to improve urban resilience. The common
strategies should cover all the phases of the Disaster Risk Reduction (DRR) cycle.
o Prevention and mitigation: Each operator is usually focused on enhancing its
own network following a silo and isolated approach. The latter should be
complemented by a multilateral coordination with common objectives and
systemic priorities that would lead to joint mitigation projects. The starting point
is to understand collective behaviors and systemic risks threatening the
network-of-networks. The holistic approach presented above provides a better
understanding of CI systemic risks, improves the knowledge of
interdependencies and offers guidelines to increase systemic resilience. For
instance, Saint-Martin’s stakeholders should prioritize the improvement of the
electricity network’s resilience and/or diversify energy production and create
redundancy (resources alternatives e.g. generators). These actions would
lessen the high level of centralization of Saint-Martin’s CI network-of-networks
and would consequently mitigate systemic risks. On the other hand, revealing
the least resilient networks also provides guidelines for prioritization.
o Preparedness to systemic response: Joint preparation for a systemic response
strategy is crucial in order to build CI systemic resilience. The common
objective should be to conserve the maximum operating capacity in a degraded
mode by increasing systemic robustness. Establishing a common approach for
crisis management and the exchange of information in real time can help
ensure services flow continuity in times of crisis.
o Recovery/Restoration: In order to enhance the systemic recovery speed,
technical and/or organizational aspects need to be tackled for improving the
resourcefulness of the network-of-networks. A systemic strategy/framework for
optimization of systemic recovery is also necessary, implying a joint recovery
schedule planning (in relation to the revealed criticality levels of CIs) and a
more organized resources allocation.
o Reconstruction: operators and service providers should co-work also in times
of reconstruction. A systemic approach is needed when planning for BuildBack-Better (BBB) projects to complement the silo-based CI-by-CI

•

•

•
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reconstruction process. This cooperation is of a significant importance during
reconstruction to avoid repeated and duplicated works.
Funding: Public and private investments in systemic risk reduction are essential to
enhance CI systemic resilience. Each operator should allocate the necessary
resources to achieve systemic resilience. This can be seen as a “systemic risk transfer”
and sharing mechanisms among local CI stakeholders.
Data sharing: Information pooling from all CI stakeholders is necessary to increase
systemic resilience. A common data platform can be established to make data
available, standardized, backed-up, and updated in business as usual and in time of
crisis. The platform contributes to increasing knowledge and collaboration between
actors.
Systemic risk governance: The cooperation among operators should be centralized
and sponsored by local governments. It’s believed that a systemic risk governance is
necessary to boost coordination and to break silos. Policymakers and decision-makers
should advise CI stakeholders to collaborate and should fully support and facilitate
their actions related to addressing systemic risks and building systemic resilience. In
addition, the establishment of a common data platform isn’t possible without legislation
of agreements and laws that oblige the secure sharing of harmonized data.

Conclusion
A systemic approach to resilience is necessary for completing the conventional silo-based and
decentralized CI-by-CI resilience assessments. The latter often understate systemic risks. It
is believed that systemic perspectives improve the resilience of CIs and thus lead to more
resilient communities. However, limited approaches are available for the assessment and
operationalization of CI systemic resilience. This lack implies difficulties in translating
theoretical CI systemic resilience concepts into practical tools for decision-making support.
The current paper came in an attempt to fill this gap by offering more understanding of a
network-of-networks approach to CI
and the systemic interaction of risks across
interdependent infrastructures.
A holistic approach to assess the systemic resilience of CIs was provided in this work. The
proposed methodology consisted, firstly, of a dynamic assessment of individual CI’s resilience
and their underlying interdependencies. Accordingly, the CI network-of-networks was then
built and a node-centrality approach was conducted to show the distinctive contributions of
nodes to systemic resilience. The latter was assessed by a centrality-based weighted
combination of individual CI’s resilience.
The main findings of this study confirmed that a systemic approach can expose hidden
interdependencies, difﬁcult to capture in an individual CI resilience assessment. Most central
CIs, in relation to interdependencies, were found to be the most influential on systemic
resilience (systemic robustness and systemic recovery speed) since their disruption triggered
systemic risks (complete loss of services). Therefore, a network with a high centralization
score was shown to possess a lower level of systemic resilience. Moreover, systemic
resilience was found to be affected by the least resilient networks. These insights provided
guidelines for prioritization, indicating that the least resilient CIs should be improved first in
order to increase systemic resilience. Key findings also highlighted the capacity of a systemic
approach to offer practical decision-making support tools for systemic risk reduction. Above
all, the outcomes of this study pinpointed that a systemic understanding of CI resilience is
necessary for effective synergistic actions and policy coordination that lay the foundation for
achieving systemic community resilience. The proposed approach, translating theoretical
concepts into practical recommendations, is believed to help the operationalization of CI
systemic resilience. Operators and stakeholders are incited to employ systemic resilience as
the means by which to achieve their individual objectives and avoid systemic risks.
Future research perspectives would include further expansion of the network-based model
presented herein from the network level to the level of networks’ components. Other types of
infrastructures would also be integrated in the model, such as socio-medical centers, schools,
banks, etc. The hourly monitoring of service disruption would enhance the systemic resilience
assessment by uncovering detailed failures propagation. In addition to the centrality-based
weights, the socio-economic criticality of each network can be taken into account in the
systemic resilience. The socio-economic criticality of networks would be interesting to cover
since they would involve changing uncertainties, especially in unique situations such as the
COVID-19 pandemic.
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